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THE DEPUTY SECRETARY OF DEFENSE
WASHINGTON, D. C. 20301

24 MAR 1976

Honorable George H. Bush - . : _
Director of Central Intelligence JCS review(s) completed.
Washington, D. C. 20505 NRO review(s) completed.

Dear George: ' NSA and OSD review(s) completed.

For several years, there have been increasing complaints regarding
intelligence compartmentation. The basic charges have been that
compartmentation and the compartmentation process impedes and delays
dissemination; denies access to needed information; and is costly
and wastes resources. More than twenty- five studles and working
groups have addressed the problem in the last two years and have
generally substantiated the complaints.

Defense's stake in this area is significant because, as the studies
show, compartmentation has the most effect on operational commands
and impacts on our ability to:

a. Improve the quality and timeliness of Indications and Warn-
ing and allow for better flexibility and economy in handling and
using warning intelligence throughout the military chain.

b. Increase the utility of pertinent national intelligence in
tactical operations.

c. Improve mixed national-tactical system support of combat and
combat-related requirements, routinely and in crises.

One of the more recent initiatives is a study by the Joint Chiefs of
Staff (JCS) on the compartmentation of satellite reconnaissance
which concludes that the restricticns and prohibitions of the present
TALENT-KEYHOLE compartmentation program are no longer required. The
JCS recommend easing the present restrictions. A copy of their study
and proposal is attached.

We have reviewed the JCS work and their conclusions and find them to
be a prudent and logical extension of the current decompartmentation
program. I, therefore, recommend that the JCS proposal be considered

promptly.
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- JCSM-36-76
6 February 1976

MEMORANDUM FOR THE SECRETARY OF DEFENSE -

Subject:- Lomoartmentatlon of Satelllte Reconnalssance

Products (S) 73120536¢7’

1. (S) Reference a White House memorandum, 27 November 1973,

" "Modification of the Security Controls for the Products of
Photographic Reconnaissance Satellites (S)," which authorized
decompartmentatlon of the fact of satellite photographﬁc recon-~
nalssance and certain products of such reconnaiscance.

2. (S) The program approved by the reference for imagery satel-~
lites and the related program aporoved* by the US Intelligence
Board for SIGINT satellites have been in operatlon for over 2
years and are resulting in significant.increases in the utility
of satellite recornaissance products to military commanders in
the planning and execution of mllltary operations. There is no
known evidence that durlng this time reliance on normal SECRET
and TOP SECRET security precautions has resulted in aﬂy compro-=
nmise of decompartmented satelllte photogranhy. '

3. (S/TK) In recognltlon of the needs of military commanders and
Government agencies for the products of satellite reconnaissance,
the Joint Chiefs of Staff have conducted a study of the effects
of- continuing TALENT KEYHOLE controls on the availability of :
needed information. The study contained in Appendix A indicates --
that these controls are no longer requlred for adegquate secur1tj
protection and that their removal will improve the flow of
required satellite products to military commandeis and their
staffs.: The Joint Chiefs of Staff conclude that:s

a. Satelllte—collected imagery and non-COMINT product and

selected sensor data should be authorized for release at

SECRET or CONFIDENTIAL levels and protected in accordance with’

N

- o 0 - .
L ZEFOX CY - Classified by TK-1 -
o : L EXEMPT FROM GENERAL DECLASSIFICATIO\
SCHEDULE OF EXECUTIVE ORDER 11652
EXEMPTION CATEGORY (2) :
';DECLASSIFY CN Notification by
) - Originator

' . 251

TOP "SECRET  maltarreviiowe

CONTROL SYSTEM ONLY .
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. Executive Order 11652.. An exception will . be spécially sensi-
T T — " tive material classified TOP QICRFT, again in accordance with
: “-~\\Executlve Order 11652. COMINT is sufficiently prneected by
. provisions of the Communication Intelligence Security
%Zgulatlons of the Director of Central Intelligence.

- X b. 'The pure "fact of" a SIGINT satellite reconnaissance pro-
I gram should be removed from the TALENT YEYhOLn coapartment and:
=< - -

(1) Imagery satelllte reconnaissance should be cla551f1ed
no-higher than CONFIDENTIAL.

{2) ELINT satellite reconnaissance should be cla551f1ed
CONFIDENTIALa

(3) COMINT satellite reconnaiséance should be classified
"SECRET HANDLE VIA COMINT CHANNELS ONLY. .

c. There should be no blanket restriction on release of
. decompartmented satellite products to allies. Foreign dis-
closure should be based on the Natlonal Disclosure Pollcy. :

4. Existing collateral provisions, in accordance with DOD
Instruction 5200.1R and DOD Directive 5210.8 for use in an
emergency, including disclosure to uncleared persows, should
be applied. . o

4. (U) The Joint Chiefs of Staff recommend that a memorandum,
substantially like that contained in Appendix B, be forwarded
"to the Director of Central Intelllgence seeking his .cooperation
in obtaining the necessary securlty easement from the President.

_For the Joint Chiefs of Sfaff;

EORGE S. BROWN

HE _ Chairman :
222 ' . . - Joint Chiefs of Staff
i . . ) : .

Attachments

[ Reference: | 25X1
Dt : * US Intelligence Board memo*andum, USIB-SC-10.5/17, 23 January

) 1973, "Sanitization, Downgrading and Decontrol of SIGINT Data‘

i . Derlved from TALENT-KEYHOLE Sources" o= e -

2' B » fmn‘ce: vn;:; -
- : KEYIHOLE
TOP SECRET " conmmon svores oy
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Executive Order 11652. An exception will-.be spécially sensi=
tive material classified TOP SECRET, again in accordance with

————=_Executive Order 11652. COMINT is sufficiently protected by
. §Zovisions of the Communication Intelligence Security

gulations of the Director of Central Intelligence.

b. The pure "fact of" a SIGINT satellite reconnaissance pro- _
gram should be removed from the TALENT KEYHOLE compartment and:

(1) Imagery satellite reconnaissance shéu;d be classified
no -higher than CONFIDENTIAL. ' o

{2) ELINT satellite reconnaissance should be classified
CONFIDENTIAL. ) .

(3) COMINT satellite reconnaissance should be classified
‘SECRET HANDLE VIA COMIN']:‘ CHANNELS ONLY.

c. There should be no blanket restriction on release of
. decompartmented satellite products to allies. Foreign dis-
closure should be based on the National Disclosure Policy.

d. Existing collateral provisions, in accordance with DOD -
Instruction 5200.1R and DOD Directive 5210.8 for use in an
emergency, including disclosure to uncleared persons. should
be applied. ) . _ _ . . o

4. (U) The Joint Chiefs of Staff.recbmménd fhat a memorandum,
substantially like that contained in Appendix B, be forwarded

“to the Director of Central Intelligence seeking his .cooperation
in obtaining the necessary security easement fxom the. President. -

For the Joint Chiefs of Staff:

ORGE S. BROWN ST
Chairman
-Joint Chiefs of Staff

Attachments

Reference: S : ' ) - :

* US Intelligence Board memorandum, UsSiB-sC-10.5/17, 23 January
‘1973, "sSanitization, Downgrading and Decontrol of SIGINT Data

Derived from TALENT-KEYHOLE Sources"” .
- 2 . : HANDCE VIR :
SEC D {:T~ ’ . TALENT-KEYHOLE
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I (S/TK) STLATDINT CIY TLL PROLLEN

;o es+" lish the position of tne uoint Chi fs of S aff on the
use by military -commanders ‘of satellite recopnaissarce prodacts

and re’a“ed senseor data, to dete"rinc the impact o: the'TALENT

LEXNOL” security system on the availability of this information,‘

-

-ané to recomnend correct¢ve changes te current polncies and
procedures.

'H- (S/TX) DEFINITIONS ~

"(U)-Sensitive Coroartmen*ec TnPornation. F:r the purpose

‘of this study, all information and materlal besring special o
intelligence community caveats indicating rest"icted hand- a
'iling within presenézand future intelli~ence co: 1ection
proérams andxtheir end products for which community systems ’1»V
of compartmeotation have been or will be formally éstsb—”’ ’
1ished. The term does not include Restricted:ﬁata és'>
defined in Section 11, Public Law 545, Atomio ‘ﬁergy;Act _':S::
of 1954, as amended. -

B. (S/TK) Compartmentation and Decomoarth°ntavfon. ‘The-‘

term "comoartnenta‘*on" in this study refers -t control of

'infornatiOﬁ in uhe TALENT KEYHOLE Control System.. The

term "decompartmenta tior" in this s»udy refer to removal

" of inforration from the TALEN KEYhOLP Control :ystem and 3
provision for its: handling in accordance with -tecutive .
Order 11652, or the Conmunicat*on Intelllgence cecurity

-fRegulaL*ons (CISFZ, as appropriate.

C. (S/TK) TALENT Control System (TCS). A cont:sl system

BIRRRREREBRERBEEEREEERIEE o~ oo o o

established for maxiﬁum security protection of TAiENT o
. ’ : : : - - 4
material and information, including the existerce of such . ’

material and information. The TCS protects 1ntélligence

70T SECKRET HANDLE VIA TALENT ©  ° . APPENDT A S
EEYEOLE CONTHOL SYSTEK ONLY 2 T 25X1
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products derived froquhe"hetionai Reconnalilsaznce Program
..'\ N . 7 . .

(¥RP),>which 1s & single nztional progrem conducted ccovertly
3 - : &r 53 |

Ey the National Reconnaif"ance‘Office (KEO).

(S/in, *A-""T b“VVCu“. An especially desigrated compari-

ment of the TCS, establisheo b} Presidentia ‘irective,

i which is applicable ‘only to satellite recorna*ssance.%

E. (U) znitizaticn. ror the purposes of this studj, the

"process of removing or otherhise concealln t”’ source ol

¥
an intellirence report or docunent in order tc permit the

informatior to be disserinated outside a compa:tnent.:

Sanitization differs fron decompartnentation in that’ the

- latter pernits attrlbution to a particular source.

F. (U) Collaueral. For the purposes of this s: udy, ’if”

III.

sk TOP QTCFFT UANDLE VIA TALTI
" KEYHOLE CONTKOL SYSTEM OHL

security systems based on Executive Order 116) s in con—
trast to special compartmented systems. '

(S/TK) SCOPE

A. Thi“ study considers the use of satellite Goulved

products by US nilitary comranders and thelr s s from’:

the Joint Chiefs of Staff Services, ano Defer-: agencies

at the seat of governnent through the theater commanders,r».

to subordinete tacuical comranders in the fiel;. The,:

study encompasses military uses for informaﬁic~ for all;

purposes ‘Specifically included are:

1. Imagery and SICTTT product information i-om satellite

reconnaﬂssence systems for all m*litary purpos:s, including '_

indications and uarning, contingency planning, current
intelligence, technical intelligence, cerisis m- nagement,
targeting, matoing,’charting, geodesy, photogr nnetric

-

point positioning, and data base maintenance.

lo (=
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ms:}m“ (L ;
. v?.,Infé:mation oﬁ setcllt‘c sensors needed b& corranders 1
to pe“"'L.e pioitetion of products. ‘ » 2
. . N_B. This study is limited to the effect of the TFLEE‘I'I".KEYHOLE 3
feecurity co',;l rtrent on US rilitery 1nlornat10n need . ) 4
© Other compariments, such as Specizl Incelllgence (S.),-are: 5
;qnot evaluated'as to fheir effects on military information é:
needa ncr are any conclusions drawn with regard to them. 7
- Vhere removal of SIGIKT producus from the TALZNT KEYHCuE : 8 ’
’ A-compact* nt is_ discuqsed' cont*nued protectloﬁ of COMIhT : 9
through imposition of CCtINT controls is unde“stood . B lg'v'
C. This study is concerned with the effects of compartmenf—;'lll
ation, not security c’assificat*on.. The issues associated 12
with the declassiflcation of 1nte111gence infocmation are f A‘lgl
significantly dlfferent from those raised by cecorpartmenta— 14
. tionh AR ‘ - ' o _l '  £§
Iv. (D/Th) ASSUKFIIUN 3 SRS R T v 16
A. (S/T&) After decompavtneﬂtac*on, sate‘lite —est em.rf o 17 k
information and satellite products will rewa1.<s1w;sifiea © 18 )

in accordance with Executive Order 11652 cr (ia the case of 19

COMINT) handled within COMINT channels. .. . .20

——

B. (U) The provisions of collateral and COLIK? seaurity : gl'

systems are adequate to protect seﬂs*tive defense informationn 23

("‘S/Tx() BACKGROU D T <
-A EstabWi hrent of th TALENT KEYEOLE Control Systen. "-5‘3é_
The TALENT KEYHCLE compartment of the TCS was establlsheo . 25

by Presidential directive on 26 August 1960. The directive - 26

assigned responsibility to the Director of Ceriral Intelli- 27
gence (DCI) "...for determining all questions involved in J28
T the continued protection and controi of satellite materials'ﬁ‘gg
and informztion...." ?he'Secfetary of Defense was made : éﬁ
responsiblc for implementing the system within the | :Ql

| TOP SECRET HANDLE VIA TALEKT - © . | — ..I"-25Xfif‘

KEYHOLE CO"”ROL SYSTEN CULY 2. 4~ -~ TRPPEIDIX A

e DR -
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.Depér%n;nt éf bofcn{? (DCD) ant was pc;r;tted to aelegate
| certéin autherity to the level of the Senior Intelllgence
A\\\§Officers (SI0s) serving as US -Intelligence Board (UsSIB) -
_members, including Military.Department Chiefs. of Intelli-
gence. The SIO for OSD is the Director, DIA:  -The DIA
iTALENT Contfol Officer (TCC) is the principal TALENTi.
security official responsible to-the OSD SIO. Within
-.DOD, implementation was éccombiiéhed by promulgation of
‘the TALENT Control Manual® over the signature of the DIA
‘ .TCO acting under aﬁthority delegéted bj theASecretary of
_ Defense.** ‘The latest.édition of theiszEIT Control |
Manual was promuléated 6n 15 Mafch 1974. (Thls manual f n
does not yet reflect pollcy changes resulting»grom‘theb“:

" - November 1973 °resiaenu1al decision to author:ze decom—-

partmentation o; signlficant portions of TALELT KEYHOLE

‘imagery materlals. It also da es not contain c-.;fled__
procedures for implementing the January 197J [ polié& "
statement on san¢t12at10n, downg?gding, and dﬁ.Jntrdl ofifﬂ
SIGINT'matefial derived fromiTALEﬁT XEYHCLE eﬂﬁrces ) .

"B, Description of the TALENT KEYH OL? Control ”'stem

1. The.TALENT KEYH iOLE Control System is a ¢ entralized
and highly formalized control system which providés”;
a. Preéise definitions of neéd-tb;ﬁné end re—t
,stricted‘authority fbr detern ning need to Lnow.

b. Special'personnel inve uigatlve requ rements

~and access authoriaation p ocedures.'

¥DOD T3-5001i.2 {I-1), March 1974, "Talent Control System Manual"
¥EDOD S-5001.2 (i%-1), lay 1907, "Implementation of “alent Control
Syster llanuzl® .

~ TOP SECRET HANDLE VIA TALERT . i —
- KEYHOLE CONTROL SYSTEM OELY “' 5 "~ | —RPTENDIZ K 7
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. ¢. Security Indoctrination and terminatien oaths to be 1

sigﬁcd by ‘211 personnel to whom the information is
disciosed. .

d. Centralited‘recoreing_bf 2ll personnel;acdess_.
euthoricetion - ‘ j PR '%

e. Specizal physical and transmission security rules .
~significantly more stringent than those associated with
: noncompart"ented 1Pfomnatioh storage and tra“smission.

r. A snec1a1 document control systen provid1 ‘8 for

centraliued registry OL all hard copy documents

- prepared within the system.

.g. DCI approval of all changes to the syster
h. Emergency aissemination guidance.. _ _ ‘
2. The TALENT KEYHOLE Control Systen has expand -4 consider—

ably during the years of its eyistence. " At the t1me of

_this suudy, over 38 C00 DOD inaividuals (eyclua 1g NSA and
" "NRO) are indoctrinated under the _system.. TALFNC KEYHOLE
control cen*ers exist (Wluhln DOD) at the fb110'*ng activ1tie5'
a. DIA (for DIK, 0JCS, and 0sD). '
b.” Other Deiense agencies.
c¢. The Servwce Intelligence Chiefs (for tbe Lilitary
Departments). . 7_“ .

a. Intelligence production agencies under th Military

: Depa tments and other subordinate Service co*ﬂands and- .
agencies. | - 7
e. Each of tbe unified and specified command headquart
and component cormand hea uarters. '
f. Subordinate unit headgquarters such as att“ek carr‘ers;’-‘

fleet flagships, numbered air forces, and Arry corps

headguarters.

TOP SECRET HANDLE VIA TALEKT oL |-
_KEYHOLE CONTROL SYSTEM CNLY 6 - > RPPEDIXA '
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-fsanitization was poss*ble only where there existed osten—-'
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) g. Selected Lefense Attache offices.
Qe Ccroorc‘e office< cernalicting ana 3 sis and pro-

duction under controct to DOD.

.\’C De\elooments witnlr the TALENT KEYEOLE SYSTEH._.Duriﬁ"

- the years c¢f the TA LE kK“"HOL; syster's existence, pro-

'cedures have been establisned which have gradually per-

mitteo nore and more satellite products to be sanitized

7to pernit clssemination outside the TALENT K HOLE system -

for use, malnly by militéry commanders. At first, ‘this

. ible nonsatellite sources for the informat*cq or pro~ .

,vided for aavanced placement of sealed packag*s Which

could be released'only in the event of commitnent~of Us.

Forces to action. At present, sanitization atthority -

exists for a ﬁide variét& of nurposes,'includ’rg auto« .

mated data bases, US and NATO tactical materi

estimates, mapping and charting, contingency aﬂ; ;"-ike _.,lg

plans, and weapons employment plans.

- D. Deconpartmentation of Information. Becausv of the

continuing need to make information more readl ly available B

to comranders, on 23 Noverber 1973, a Presideltial

Directive approved a progran for modify*ng TALENT KEYHOLE

controls to permit selected photographic materials.
attricuted to satellite sources to be'decompartmented.

The directive -also authcrized disclosure»at'the-SECRET._~

."level. of thec"fact of"-a photo satellite program. This
directive explicitly eycluded iragery derived from future f»'
'systems and satellite SIGINT (to include "facv of" a .

SIGINT sateliite program) from the decombartmentation pro-

gram, retained the TALENT KEYHOLE system for control of

materials not decompartmented, and directed the DCI to

- continue to protect sensitige_satellite matcrials; The

TOP SECRET HANDLE VIA TALERT. ~- . . -
KEYHOLE CONPROL SYSTEM OHLY “07 -+ T~ APPENDIX A -
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SUSAT/TCI-approved implementation of this authority now

"

» Lhe dccompartmﬁutﬂ‘ion of 'all materials from

4

provides- fc

12

obsolete systems (KH-4, 55 and 7) and from mapping cameras ’ 3

'aéd the xajovitynof i.? e“y anc derived in.ovr? ion from ﬁf

R5X1A v o ‘as required for ope cif cluées. 5,
haterlal reuairea witnin the TALEhT YEYhOLB system is thaé Q‘
which could v'eveal senolt*ve syste* cap;b es, qualita— : '1. 

1<ftive coverage 25X1A'g |

and overall pregram effectiveness; selected substantive

matters deemed of pérficular sensitivity by the SIOs; ana

- relative sﬁﬂceﬂs or limitations of'thb.éystéms.- Implemén—

tdtion cof this new authority has been wide y chegated

within DOD.

E. Continu*nr.~'str1ctions.' The ‘main goal of Fanitizatlonb

. and deconpa nentation ‘has bee to make avall-kle to

commanders nd operating elemonts who are not authorizﬂd

out tne¢r Pissions and to plan for contingenc* éperations.'
.’However, TLLENT KEY}’OLp secure facilities must be naintainad
at most intelligence produc*lon organithion° since L
sanitization and decowpartmentatlon nust be czrried out
within TALENT LEYHOLE anp"ovea facilitles ana bJ TALENT

KEYHOLE cleared personnel. Authon¢ty exists to decompart—

25X1A . ‘nent bulk film from the KH-4, 5, 2nd

9

10

11

12

1z

14

lé

16

TALENT KE‘“OLE access the informatlon they.necd to qarrx ‘ li ;

e 1
19

20

21

22

23

24

25

25X1A

Initial £ ilm (orig-nal nega t*ve, dunl*cate ne: ative, dup¢1~
cate positive) from current systems, hqwever, is not
- eligible for.decompartmentation}‘ Imagefy gre~ter than
oo . two generatiocns frem the original can only be deconpart~

mented after appiication of detailed crlteria and pro-

cedures.

| TOP SECRET HANDLE VIA TALENT Lo n
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. foteliite DIGINT, @ fiz netad chove, =atellite STIGINT 1

‘ AN . . —

™ was specifically exc luuud from the new decompartnentzticn 2

‘program arproved in November 1973. There are, however, = - 3

‘some outstanding sanitization authorities which permit 25X1 4

" Gissemination of much satellite-derived ELINT [:::::]infor—
mation a‘ SECEET levell _Sanitizatibn of other satellite.
_SIGINT requires case-by-case .approval by the Chalrman.of
the USIB‘SIGTGTicomrittee. The "faet7o°" satellite SiGiNT
-reconnaissance remairs compartmented Uithin the lALENT

KEYHOLE <ysten.

VI. (TS/TK) DISCUSSION . ; )
A.'(S/TK) Requirements for Satellite Products

.-

1. 3eneral. Military reguirements for Satelliteifecen; ;:Jf”

 l naissance products afe many and varied, in ﬁerms‘ef.both”:

the‘uees te which the products are put and ﬁhe imﬁacﬁ of .-

compartmentation. The following analysis scribes the =
major gsee of satellite reconnaissance prosucts, the :

major consumers and pfoducers-of inﬁelligerce based.en »

_satellite'reconn issance, and the impact o. compartmenta~

tion in each of these major subcategories.b; -

2. Event-Related Intelligence. In this cat sory arebin-‘ '

cluded indications and harning intelllgencn, currenthf

) intelllgence,‘crisis menagement 1nformatio: support,

" bomb damage assessment, and direct support to combat’
;operatione, Aside from fhe NCA; military,commandere .
and staffs in Washington and:%heater headquarters ef
the commanders of the unified eﬁd specified cemmands '_
. and corponenu commanders are the'rajof confumers of
this‘informution.V~During corbat tacticel fofce
commanders and staffs in the affected aree beeome'

primary consumers.

TOP SECRET IAIDLE VIA TALMNT ©1. - ¢ -
" KEYHOLE COJQEOM bEbTLM»CNLX; 9 e T ATTEORD. K. R

LT - - T e
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a. Some consuniers in this category have Tﬁhhh¢

[

"KEYHOLE cleara ances or are served byiT&E§NT h» {0LE 2.
- cleared current lﬂvClll"pPCG production s»affs._ '3
: Tﬁue, scne ess;“t;“;'heecs of the peacep;me eommander i
Jf can be met by %he present partial deeo;partmentation 5
program. The sanitization rules for SIGINT and the Eﬁ
partial decompartmentaﬁion progfam now in fofceffor ,‘li'
?inagery, honever, delay the d*ssem*nat on of data to - 8
~1ndiv;auals without TALEKRT KEXHOLV acceas authoriza- _ ]
tion, since time is required to determine what can 10 '
be releaeed in collaferal channels Versﬁslwhatvhust : ;;-
remain compé}tmented. Paeticuleriy in the case of - 12
. . : . - . 13:
25X1
714
imuSt D& QECONpar . Eht < OF is

sanitized by TALENT KEYEOLE cleared inta';lige:;cé.*
nalysﬁs. Especially in the case of imwoery, this
seriously delays dissenlnat on to the f .;? co1suner
who does not have a TALENT hEVHOLE clee--nee.
b. In W¢:time, this delay would be botn mqpe common .“
and more severe, because TALENT KEYHOLE access is '
: limited to.comranders'énd principal - sta:f off1cers .
at middle echelons (in the Army not below dlvision :
~or separated brigade). 1In this case, tle TAthT

.KEYFOLE naterial from initiel D“ocess:m° fac111t*es

BRI 'z‘?i

cannot be sent direct. It mgst be routad through 26
higher ecnelon head uarter° for uan1t429tion or de- 27
compartrmentation belore being delwve“ed to the B :fgﬁ
cormmander in the field, excent for selected COFIN& : 22
and ELINT sanit ized by NSA under p”ocec1res now in’ - 30
development. ' t §l

- | 25%4

SRCRET HANDLE-VIA TALENT

HOLE CONTROL SYSTE! 1 0NLY 10 © 1 “EKPFTADIY R
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KEYHOLE CCUHTAGL SYSTEM ORLY

TOP

E hLYhOLL COUQIOL UYSTFM OLLY ll .. - . AITECNDIE K

"Division; Maval Intelligence Support Cente:*; Army

:tion and ure also. iL main consumers outsi‘e of ,ie

SECRET ‘HANDLE VIA Tz\rrr\":-i' ;’ e : O - — - '|

I'
3
o
}_J
8
Y
ot
,J-
C
53
I
(14
[l

“¢. The requirement. . for review end sanitiz

W\ihigher echelons/;mpacts sevorely'on.ihu”exchangevof 2
digital Gata. Several eost1y>efforﬁs to deve;epee ; 3
. single eomputeé ssstem that wvoul ’ouppoft both rion- . 2
eompartmented aﬁd cemparumﬂnued users ﬁeje so far A 5
been ﬁnsuccessful. Alternative approaches grelhow » 6.
Ibelng explored Nblch requlre duplication of ccmnuter ' “7
‘main frames at one 1ocation to process compartmented 8
information separately This problem is eyerplified g.i
{by the Tact1011 Information Proce551ng ond Interpre 7 10
" tation (TIPT) System which was de51gned to support :' 1

the tactical commander with allfsource data.- Althouﬂh.'lzv
the display control storage snd retrievel segment of 13
- PIPI was developed at a cost of over $4C million, it 14

- is. currertly restricted from using comnertmented data 15

w1thin the automated data processing sebrent because 16
'of security constraints. This prcblem will not be ‘ 17

totally resolved bJ elimination of TALE"T KEVhOLE re- 18

strictions as long as other compartments exist.” - 15

d. In the event-related category, the need is for. ' ‘AAgg_j

timely dissemination of.data direct to collateral .;3 ‘g£>
..level analysts. Decompartmentation should be sccem- v 22

. .

- plished as early as feasible in the processing sequeﬁce.gz

3. Technical Inﬁelligence. The produetion of military . f'ggi

technical intelligence is concentrated in the Scientific. 25

“and Tachnical (S&T) Directorate of DIA and the Service 26

S&T production agencies kAir Force Foreign Technology

Missile Intelligence Agency; Army Foreign Science‘énd
Technology Center; and the &rmy Medical Intelligence and
Information Agency). R&D organizations with which the

prdduction agencie° are’affiljated assist in S&T oroduc-

Toal - D o :;.-
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Seven more ciriz gsns Lrsn for other ccnsumers. s&T
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zbon communiey, chcvcr, the inercasing need

of the cperational cormander for technicil intelligence
is making him a naion consn er——sith tireliness dexanos
production includes detailed analysis of nilitarj systems,

assessments of interraued wartime use of the systems,

-

-speciflc responses to time- urgenu questions, technical

~ inputs %o current intglligence and event rcporting; and

Approved For Release 2005/05116 CIA-RDP79M00467A002400080012 5

preliminary assessments of unusual events. Each of the

SE&T production'agencies use and produce ali-source

intelligence, "All have found that specifi» procedures

) and 1im1tations associated vith the TALEVT KEYHOLp )

compartmentation and security sysvems causc delays,

~administrative burdens, and unnecessary oozvs.

oE

~a. The larme numhpr of people enva ged ir s prcduc;
ion creates a najor problem in adninlst i: : ﬁhe
.rigorous personnel security procedures eudlphysicala”
.criteria required by cornartmentation.‘ nnother
buraen arises from the phjsical securit" criteria )
associated with TALENT KEYEOLE conoartmcnuation. ,ib!:
more rigorous facility construction c*itoria, alarm ;
systems, docunent control and storagevir TALENT

_KEIHOL compu»er facilities, libraries, orinting

plants, and work areas . (all of uhich nave complement-

4ing collateral iacilities) |

physical security costs could bevoonsidorablyAreduced

~- Tl N ~




‘400 00

3 satellite ELINT.and iragery kefe.handlcd at a :¥>l
\collat&ral leyel. LphC“’*Of S&T &nal ,-isioften | £
dictates thé'need for»contractbr secure.fécii;ties;_ 3
whese coste are ultiraiely reflested in.é&T infeili—. 4
gence cogtracts.  Oée S&T preducér c;ffsntlj sponso;sb 2'
11 such coptractof‘résilitles and has established [
o?ér 360 compartﬁente clearances f‘c::' ccntracto” 7
personnei 7 ‘_ ' . 8
b Tewellness is becoming en‘increasingej critical S
) 'aspect of the S&T program. This trend has caused_'_ U
many advances 1in data exchenge through zutomated : _; 11
process;ng, facsimile trensr1531on, and directv.-t 12 )
circuit accesses. However, part cf thi° progress 1n -3
timeliness is. offset by continuinw compz rtnentaulon 14
_constraints which limit_sgnsumer‘access to available iiﬁ
data. - . B ]
'-(l);0ver 160 sll;source S&T compartme i pfo&ucts» 17
srs currently being produced. A‘cqurserparﬁ 18
_collateral'froduct is psblished for £0 of these: 19
documents for consuners with llﬂluec clearances :f, 20
 and fac1lities. It is noted that fer these 60 Zl
docu enus, distribution is pernaps two and one-helf 22.
‘times. that of thelr all-source count: rparts, ) :33
—7.1nd1cauina that rearly three fou”ths of S&T -  §£ i
customers receive only sanltlzed cate. : #532»
(2) Besides the d*sadv vtages of lln_ted dlsseﬂ* 8-~ 28
tion, there is an obv1ous loss of anzlyst time in ;31
ipreparing and updating both collaterzl and all—~ - ,35
) > source products._ . . 22
(3) while deccmpartmentation of TALEKT KEYHOLE »-QQ

imagery and ELINT vould not totally rlimﬁn te the - -
need for botn all~°ource and collate“al products 32

‘on certaln subjeets, the qualitj of the COllaterl» .33"

- ~ A

WGP SECRET HANDLE VIA TALLNT
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LE

4

and m:terials are procuccd na 1n1y by DIA, the Defﬂrse

happing Agencv (DVA), and p*oouction centers manered by

l

(I

C.- All proposals for development and pr'_ﬁfeieﬁt of a

new weapon system must contain a sectioniz,:

estimators, budgeting and programming ccntractors),'a

constrained to the SECRET level and 1s ot alwaysid

product vdzid be cencidera ~bly improved, onrec it
would contain the precise inforfariop ne dcn Tor

technlcal andg engineering,analysis. .Suchvinforma—

tion is now considerably restr ed by compart-

nontctlon.

(N) Finally, S&T products are rarely generaued

_solely on the basis of a single information source

and usually co‘%ain analytical results from'other

intelligence producers} Vhile decomwartmentation

and sanitization guidelines exist they are not auto-1

metically applied to products from other intelli— 3
gence producers. In an extreme case; almosﬁla
year was necessary to obtain a‘deéréﬁed'sét of

equipment specifications at the coll. ,éfal leveli

the relevant threat. Because of the iaJJu nunbcr of
people involved with administration and anagement who

do not have TALENT KEYHOLE'access (contract officers,

proposal including the threat statement is generally'

:_based on all-source intelligence. The funitized

: TOP SFCPrT HANDLE VIA TALENT'o.

threet, without the compartmented_infor -ation to ;f'.'
to provide convincing basis Por program 'pproval.»
inevitable that the more widely dilssemiyated cclla%—f

eral version would set the tenor for th: decision;

makers

provide specific proof ehd justificatiO', often fails.

‘While an all-source threat is often procuced, 1t seems

Tercet Intel lirence nd Tarret Materiéla,_These data -

: 14 Y I'LIIDI/ A

19

i addresseslG

18

22

_2_:_3. .
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AR ST :
‘the commandér oﬁ\E@//unified and speci ed commands
This. £ finiched intelligence--which 1rclud(.u p“ouucfs fron

the DIA Autcmated LDSL llaticn Intell;ﬁence File as well

as graghics produced under the>¢ncthcal Tex Aet Va erizls

frogram, b Air Target ;aterials Program a-.d physical
- vulnerability data--is used by intelligence znd oheratlongl
'planninc staf fs and alrcrews for threat as"'ssnent 1"
i‘*ar~et selectlov and xg_ghti g, force appli-:ation, miss*on
 planqing, and target study actlvitles. ‘ : -
a. The prdduct*on centers are engaged irn a wide
variety of intelligence procesqing and ¢- ploitation
‘activ1ties which do not require TALENT R YHOLE cleqr—, 
ances, as well as fhose whicﬁ do. 'Infdr:ation’dgrived
from all'sourcés’is stored-gn both coﬁpa'tmented and
‘ﬁonqompartrented automatéd data bases.> .nder partial
deccroa"t t*on prog”amg, the transfz of info*ma-
tion from TALEVT hnYHOLz level photo infs:w“eter files
_ requires a~time—consuming process of aneal- - ?hview,
decompértmenta ion, and feférmattihg of f;a -;piicéblerJ
data. This Sifﬁatién has resulted in hﬁi;ly‘enriched
compartmeﬁted data files which receive li;ifed usage,rf 

while collateral level files, containin" ~°nerallv

less prec15e data-on the sare insca‘lat':“s are
direcvea_by the Joint Chiefs of Staff fO“ use on a’
wide scale as authoriﬁati?e data files. If the ravl
materlals used by the arocuccion centers were decom-

parumenuea, considerable improvement in efficiency )

- - .- J
would be possible, and the user data bas s would be . <28

greatly enriched witp more complete, precuise, ané
tiiely intelligence. ‘ _

b. In a combat situation répid tactical targeting
aocorolished ei*he"_wt the thnﬂtcr compcient cemmand

'headquqrtero or by subordinate tac'cica1 sommanders

abn

_Approved For’ Release ,_2q65/b$/1_6{ C|A-RDPi9M09457A0024o008001~2.-_sé )
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V(gr** orps, nurbered air force, airefaft carrief)visd
. . ser10us1' delayed since uputo~date'5*""erv cen“ot be
transfcrred at the noh—code'word ievel dlrect from the
pfecessing site to une tactical eea’c ars rs.-

¢. In summary, the current parti"] deconuartrentat
'nreéram ﬁas'o 011ded add1t¢0ne1 lzfitude in éhe use

of =ate111te ¢rage"y for tarﬁetln suppo“t programs.
However the“e are still severe llmitatlous on the
quality and timeliness of data vhich can be used for
these collateral products. These llnlt:fions restricu
dissemination of complete 1nformation es: entia1 for

both conventional and nuclear target plaxning.

5. Order cf Battle. This is an area of intelligence pro-

duction where collateral level timeiy materials are needed

'moét urgently. The customefs fof this infos:ation.include'
the‘entire-military intelligence, plenﬁiné, ;:f ;:iﬁational
communities at all eehelogs down to squad; fxé;éidual ‘
ship, and individual aircraft level. Tﬁe péddueers of

this intelligence are larcely concentraued % DIA,

unlfied and soec1fied command headauarters, ”nd cownonevt
command intelligence produc»ion centers,’ al nough subor-f
dinate tactical elerents are signlflcant cc *ributors.

Yery few of.the customers haye TALENT K;ihOEE clearances§

only a portioh'of the inteliigence pfoducera Have.the
cleared persennei or facilities. ‘For.exampje, os of Ny 2z
Febfuary 1975, there were abproximetelyAZ Bid imagery‘ bgé.f
'interpre*ers eriployed i“ the "1nte11igence community? of 27

228
which 1,470, or a full 50 percent, belonged to DOD tec iecal —

.. . s 29
rilitary units where TALENT KEYHOLE clearzn.es are .
v : " - * 30
virtually norexistent. -
o o 31
a. With the conu1nu3n aeclwve in procuc on and —
analytlcel pers onnel Tes ource »he co‘“ n;tv can no- . 32

1ongcr fford a sztem 4n Vhiuh thia ef -\rt 1° dupli—\ iiz'

cated at v¢rjo1 cchclone.i Accordlnglj DIﬁ 10 S L 2

.ToP dICT‘T }/. Y mffr"'i'
vEY l ‘01 L p, rI°= ;?,é F'0r &e\ 2005/05/1 ?( CIA- RDP79M004§'(P102%4‘000?'03’\1 2-3
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TN GHNLY
“Geveloring a dele sated production p“o;“e" de°1gned Lo’
. N 3
“insure that basic order of battle chc,eon is- acco~p—

lished by the single:intelligence elener; with the
oprirary nced and that ll other conouﬂ TS rely on the

proauct of the s;ngle prouucer° For eyarple US brny,

Europe, "ould ke the only p“oducervof h csaw Pact ground
order of: batule, Fleet Inuellibence Center, raci“ic
.(FIC°AC) vould be th onlv oroducer of Qo"iet P ic7

Fleet order of bautle° All other consnm*rs, 1nc1udipg th

(9 ' !
io |m I® 13 1o qu e [XENTN)

national level in Washinvton, wo la be Jlnked to these

deceﬁtral ized order of battle data bases for informatio Il

on these subjects. ; T e_»”;ie,;_ - T .> 5 la

b. The interpreters, analysts, and intelﬁi@ence officers 14

manning these decentralized production c= 1ters need rau ;4-

'mater*al both imagery and’ ELINT, at the eollateral L Ls
level. Since these analysts will be the }*ieary K jAf"’lgxi;
screeners of materials coverinc their ars: 5.' v"'espor-xsi--"‘ 17 .

bility and since the vhole community wilz be dependine E 18 :
upon thenm for spot reports of new'.signr *cant irforna-  lZ:r
tion, it is essential that they receive ‘ne raw 720
materlalsﬂen a tlnely manner. mheee ana;*"ts will also S21

require some sensor information as disc ssed in para- .22

graph VI .D. belom, to permit them to exp oit the raw 1‘7121:

material fully. - . AU ' o "".v"ﬂ

6. Mapoinz, Charting, and Geoaesy .f?.: o ,f,f‘=‘fAf,.' 25
a. DMA has the responsibilitJ in the DOD for all . .:4 ;'25'

mappin . charting, and geocesy progra¢ . Satellite-r ~”-Zi

- ; imagery accounts for approximately 90 percent”of DME i Jig
Source imzgery nmaterial reeuirements. Oving te ﬁhis ' -22

extensive use of Satellite imagery, over 50 percent.of" 30

DiA's 8,000 perSwunel are current;y cJeered for TALEL; 2

KEYEOLE secure work” areas and requlre acfncy

" TOP SECRET nnmu’v TA. TALENT R
w T (Xd r|‘ —
 REYHOLL Cgppro‘ved 3r Rele%scé‘ﬁobsmsnycm RDP79M00467A0624{_)(!9§'®1‘2}-5;: .
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moP

expendi

furces rob
demanced by the
Some rarping is

spec1fxed co vmand

also bave access to sa tellite imagery.

the exctra.

<

=
TALEHT KIYHOLE
also. accomplished by the unifi

ﬁd comconents.

CIA-RDP79M'67A00240008001 2-5

ecurify perscﬁnel and
system;
fied .and
Theée'units must
Tf all imagery.

—

\ere reroved from the TALEI‘.rn KL1HOL° cor"arument

the D"A field offlces vould no longer have a need for

T}'LLEN T

KEY&QLE_secu;e facilities.

This ﬂou‘d result.

in'up to & man years of saving; add1u10n~1 saving of

3 man years woula probably result: with t‘e reduced

security requirerents at the three proau‘tlon centers.

In addition, approximauely 900 special‘bﬁing~up

backgrouﬁd investigatiéns are required e:

‘ery year.

_Complete aeconpartrevtatlcn of TALVNT KE: HOLE imagery

would lower this figure to about 100 per year.

b. The materials now authorized for decor

physically preparing the TALENT

deeompartmentatlon.

quick removal of TALENT KEYEOLE marklngs

' are adequate for most products, but time

gart“_ntation

:s.icst in

th}

This can‘fange'froﬁ’w rélatively,

LIRS

froh film

headers and trallersl

- orthorhotos,

SECEET | Ll H
',KH_}.'HOLIAp%%G&i%rﬁé 554‘26&%/16 CIAQQDP79M00467AOBHO‘008%)12£S‘ '

Fnd applying the apprepriate

collateral

markiﬁgs,ftb lohger times such as that rcgquired to.

insure thaf

j-to

= below

gstablished resolution thresholds and thzi

substantive

photogra?hy

mosaics which are prepared to meet t;”ﬂ—'”gent require-

ments.

collateral level cculd have

customer.

HAIDLE VIA 'J‘AL‘“I'J‘

items are contained thnerein.

crtbopictomahs, plectoraps

is very often used for producis such as

>snd pheto-

The delay'in release of these prciucts at a

serious eflfects on the

If all irmagery were removed f:

om the

SN

KEYHOLE riterials for

no sensitive

Ll Lol Lt g . N o :
!wvl:\a la-n !o‘|\o L E I L R DR Lt
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- iP; QUITEIT NLY

‘ . ‘/'PIL"“ KEYHGLE compartment, this delay would be
— ' .
A ngni *cently reduced. The first Pavc Strlhe P01nt

Positioning Data Base decorp rtuentatlon too

proximetely 3 months. This wes an.i ia7 effort

but, even in subsecuene uecompartmenuation el forts,v"

apn“ox*natelj 1 rcnth vi’l sti11l’ be rﬂqu-red to .

decompartment this material. 25X1

‘B. (S/TK) Resource Issues

l.vGeheral. In the precedlng paragraphs of enis dts—'
'cuss*on there are referencee to irefficien\'es and
administrative costs inpoqed by the TALEHT JEYHOLE

_ Control System which could be avoided if full decovnart—"
mentaticn of mavery and non~COhINT satnilife proaucts A‘
is approvéd (Cost saving will not be reali-ec in the
Army . hnile othev cOMpartrenee such as ST co*‘*nue to

exist. The resou"cn 1mplications of trans;c.:’ng security :

‘control of theSﬁ products from the TAL NT K?IEZLW systenm

to the collateral system is un} ronn ) In the course of i
® o this study, an attexyt was made tc QLahuefy'“hese )

irefliciencies and administrative costs, in arder»to

pernmit understanding of the relative advants %es and dis-

advantages of the compartnentation system. It proved

ToP Q“ARLT.H MDLE. VTA TALENT .
EEYHOLE COHTROL SYblFW OhL* JS‘
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/ N o .
irffeasible to quantify a1l such costs, larnely because

in many cases the costs of CCHINT co%b?rﬁrf ~eiministra-

“tion are intermir A]éd with TALENT KEYHOLp c0up rtmeﬂt

édnjniSLra 2ien ana rcc ause the inefficiencieés oceur
through lcs» time and erlort on the part of.peonie,:such
as substantive 1nte111¢ence analysts, who are eng aged

in com panPEHu natters only'part time.v Accordingly,_it
haa only been possible to assewble eyemplar 511ust;a;'

tive datea con inefflciencles and ccsts. lt is erphasized

 that the data in this oavagronh are estlmaucs cnly and

CTOP SECRET JANDLE VIA YALENT
KETHOLE.

are only reoresentauive of what is believed %o be a’ nuch :

(c)-Five manyears for 24-hour aces:s control -

at 548th RTG.

(d) The amount of per year for - |“R02§§

separate collateral and TALENT K” IOLE film

libraries at 5L8th RTG.

- PR

CONTROL SYSTEN ONLY 2200 e

Approved For Release 2005/05/16 CIA RDP79M00467A00240008001’2-5

larger expenaiture of resources. - The commands wh ch .
provided these figures'pointed‘cut that elinination'of 13
the TALENT KEYHOLE compartment wou1d not in 211 cases 14
perﬁit.actual budget reductionsg'rather, thet it woula» 15
ﬁermit ﬁofe productive use of existing resbufcé$~in'the - ~1§:
ordegs of @agnitude indicated. A - o A;:" 17 .
2, Unified and Specified Command‘Estimates:v' 18
a. Pacific Command -‘12‘
(1) PACAF'esﬁimated annuél.saviné iﬂcludes? 20
V (a) The amount of for eyphdeed back~- BE%Q 2i?X
‘ground investigations which wo;ld 10 longer : 22
: be required for 548th Reconnalssa::e Techn-cal 23
Group (RTG) personnel | 37'21
_(b) The amount of per year -larm'i IVR;2'2§§X
systen maintenance au 548th RTG. 26
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nount of for o ULE ALLHLLU

NN (e) The

T administration at PACAF headquartevs.

- - : » 'NRO 25X1
" () The amouni of for TAL“'“ hHJTCL; . g

adizinistration at 5th Aipr Force hcadquarters.- . 2

(g) The amount of for separate TALENTv _ 2

KEYHOLE and collateral computer support., = _- s

(2) PACFLT estiraued annual saV¢ng 1ncludes ‘~A; . ' 7
T (a) Four hundvea ard fifty man nou“s for o ‘E .
. TALENT KEYHOLE personnel administration, R A
(b) Three man years for TALEKNT KEYHOLE materials -

) handling. , i :
(c) One man year for TALENT KEYHOTJ communi— )
"cations handling. ' SR o
'(d5 Two hundred and twenty-five ccﬁnufér ﬁours,
for separate publication of TALENT T?YHCLE )
AInterpretation Reportu, and »V S
(e) 390 man hours ;or integration =f éoliaterél, B
and TALENT KEYHOLE work at FICRAC ; hoto, 1itho,
‘and supporu uhops. S

b. US European Command o 7

(1) USAREUR estimated saving ing;ué?s: -
(2) One man year for'TALENT_KEfﬁOLH.sectién in'

‘ Topographic Centeri

(b) The amount of plus 1. 5 man years

1n 1opographic Cenue” Dhoto lab.
(2) Other man year costs in time lost by actiﬁn N
o’”icer= and an alysts because of TALEN KEYHOLE ; -
s . “administrative restrictions.are charac’erized as
extensive but are hot quantified. ‘ |

¢. Atlantic Cormand estimated a nnual savir g;includes:

25X1INRO. : :(1) he amount vof_ for cnnuclic“tion of

E collc.te“ctl and. ‘I‘ALDI'T KEVHCLE film 1ib: arie

Plect Intol]fge'"_ Center Lurope and 4 lantlc

S TCRURTANT) .
TOP" SECRET '“{ ““1' Fok ) 05‘?1]6 C|A-RDP79M004smonz4mp800(|2-5
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' ~estimat ed cost savvng but emphasized that tnere are

. losses in efilclent use of manpower. caused Ly TALPN”

Apbrdhve'd F‘Re|eé§é 2005/05/16 : C|A-RDP'79M0046~7A 024000800125 -

Y L*\Tr'!
LENT
. o g v
! \an . ) . .
TN M e o, A . o K e . SR K -
A<) Tre cmeunt of <t moengever and noterizl
~

savings fron integrated coliateral and iALEXT {E-LOuh

use of FICEURLANT photo lab. T _L 7"‘ 'Tﬂ?o
(3) "he amcunt of ln ‘inpo\er av1ng from

time now spent in handling TALENT KEYHOLE matevlals

at FICEURLAKT. - - "' . T
3 , - NRO

(4) The anouno'of for exoanded background

inv ns'of aircrafu carrier TAudI KEYHOLEs

clearea pé rsonnel

id Cther unified and spec1fied commands daid not ouantify

. KEYHOLE comoarsment regulat*ons and the sep :ration of,'

action Office s and a nalvst

TALENT KEYHOLE materials fri. other materla-s used by

A11 commends _“wﬂﬂ4~+ea

: nore timely dissenination of satellite derl*«c :nformation

TOP .SECHET FA”D'“ VIA JA ENTO T e
KEYHOLE

to connanders with a need to Pnow should cu?:ent compart—
mensation rules be relaxed.

(TS/”A ELINT Considerations

1. For purposes of this paper, ELIhT is 1nIc”mation
derived fron electronic *ntercept of foreipgn active

electronic systers and *ncludes location, slonal

‘barameters, . idensiiicatlon, and time of intsrc Dt. 'Some

ELINT obtained by satellite can now be saniiized and
dissenih ated at the collateral level in acccrdanoe with

procedures esta ed by USIB (attachmen 19 SIGINT

‘Committee nemorandum, USIB-SC-10. 5/17, 23 Jenuary 1973).

Thils procedure permits some disclosure of sztellite ,
ELINT outside the TALENT : KEYHOLE system, partlcularly
for entry into automated electr nic order oF battle dat“

bascs. However, the bulk of EL I”W sanwtiaailons requ»rc

tincconsuhﬂng case- by c ce dccisions by the 3I0s ol

C*A "pr&’fed‘ F’oriﬁelea'sd m)oslosfw CIA RDP79M004
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‘Waéﬁington tgencles. In alliqgscs, aét”‘bution to
satellite source, ‘even in the most gencral sense, is
vprohfbitgﬁ ané I LIHT intercepts for wbich nor—.
satsllite source carnot be inferred rust renaln in A
“the compartrment.’ . ‘ _
©2. As _in the case with imégéfy satellites, the US SIGINT

sateWIite program is an "open" eecret. That "is, the -

United-States;is generally rccognized tb have a>éateilite'

SIGINT progran,

priate to continue classification of the "fict of" the

SIGINT satellite program in o”der to preclu official s

public acknowledgement with the "isk of dlflomaticl‘_:f>>'

or no]itical action by the USSR or other cou ltries.
“mne extra protcction for "fact of“ providem ¥y the ,'

TALENT KEYHOLE compartment is unnecessary.

It is -appro- -

in this study is to decompaﬁtrehf only prod“ﬂts ahd"

selected sensor data needed Lo explo*t thou products

Deta*ls cf sources such &s orbiu paramet _re not . -

proposed for cecompartmentationt

25X1

r"’”T SECRET ANDLE VIA TﬂLLIT
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25X1

- TOor

t must be.

analysts to exploit thé data.

evr1e51hca that this discus ion propanQ aeconpartm ta-
‘tior in the sense that roductv dlssemlneted ouusid o
APLLINTENIYHOLE channels are.attributed to ?qatell*te" .

sources in general not to any spec¢fic saLelllte nor

with gﬁy speci ic descripticn of Satelll*e operatlons,

orbits, or System peramebers other-than those needed by

’:or ouher compartnents, and

SECRET HLANDLE VIA TALENT

(EYHOLE

4, It is emphasized thet this study;propose: remévalxefef:,

TALENT KEYHGLE controls from satellite prodicts.

Operational dete'will'remai: within the TALSNT KEYHOLE

by COFIIT conu*ols..

(S/Th) Requirement for Semsor Information

1. There are several types of information c: ....:lite

sensors themselves that are needed for expl-itation of . .

satellite productq 'This ihformation is ne-ded by

intelligence p”oauction hersonnel partlcul “1y imagery

interpre*ers and ELINT analysts, in order t ,t they may

anelyze ‘the: 1n;orrat;on they receive and nr'uuce the

recuired inte’lﬁgence for the commanders' ute. Hence, :

tbis ;nfc“ration is needed at tbe same 1evc of c1assi;

fication as thelproducu‘belng processed. Tv<the exfent

that the satellite product iseproceseed out:1de TALENT,

KEYHOLE charnels by non-TALENT KEYEOLE cleared personnel,

the selected sensor information will 2lsc n-ve to be

made available outside TALENT KEYHOLE chann:ls. Other

sensor information hlll remain in TALEI {EIHOLE.or

other com portrent

IINT will stil be protected -

CONTRCL SYSTLH ONLY ‘2&‘"“ { r»xrvutx o
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2. Tris nrcrmotion conmerzlls f2lls in the category of

2%z =s opposcd .to ccllection platfcrm data.  For

jmagery, this includes precise camera focal length, film

format, .engle off vﬂ”u-CCT ot CDblcdl az 1s, "Greenwich
lFean Time of exposure, and gecgraphic coordlnates at

Paalr. For ELINT, this would be limited to a description

of the uncerta*nties assoc¢ated with a neasurewent or

calculation bav:mb to QO viith location or enluter

“technical parareters i.e., confidence facto“ of the

ellipse fcrmed by the major and minor axes &nd gccuracy

of measurement oP racio freouency, pulse repetition

‘frequency, pLTSe width, and antenna scan rate. - I

(TS/T ) Sensit1v1ty of SateWI*te Feconnai°s:nce Information

‘ 1. The sensitivity of satellite reconnglssance programs

derives from their capability, the value of inteiiigénce

collectéd,,theirVsusceptibility'to countern oo ond
political sensitivity, énd their,cost.: Suer . "tionsr

led to the 1960 Presidential decision to plice the

“eontinued protection and cbntrol of satellite material and

“4nformation" in the TALENT KEYHCLE Cont"ol uysteu. .

2. Today, there is a continuing and even mcre corpelling

[ ]
need to provide makirun protection for s specific in forma ion 44

about certain highly cophistwc ed satellite canabilitles

Aand selected sensitive vroducts derived th;refron.

'Specifically, information revealing the micsion, targeté,-

spacccraft vulnerao*liuies and locaLlOP, ground system,

and success of certain programs must be g** special

.protection to prevent possible application 5% simple and

easily accomplished countermeasures by target countries. '

If these countermeasures werce implemented, the United

States would lose significant intelligence vital to its

security.
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3 PO‘ ever, it must a1oo be rccognlzea that, because of th*

: 1ncrea51ng value of, and rellance upon, satell*te-collectcd

intcllig:;v:, ‘hnv pust be & coneceried effqrt

the tl wely. flow of this intell;gence to the: use

is currenyly restricted- by the TCS and sanitlvatiOW/decom '

partmentat;on procedures.

4. Therefore, to improve both'thejprOtécﬁién of'truly o

sensitive 1nforwatjon and its flow to the users, it is imper-

ative to exanine ca*efully and weigh the des-red rosults in

terms of the risks involved.

S. Risk Versus Gain Assessment

a. The risk, appllcable to this discussic

ié the chance

of compro ising intelligence collecticn ctuabil*t;es and

succésses and the relative ease with whici: counter-

' measures could be applied to denm partial-x or complete-

ly, intelligence of vital imporitance to &

"(1) As discussed in the previous secti:. .

Uns i?i State

" some satellite reconnaissance programs .zich use

~ highly sophisticated techniques to coli:ct significant

volumes of intelligence vital to the U:ited Sﬁates.n

= are , 

. 25X1

(2) However, there are otﬁer less soph.sticated

satellite reccennaissance programs which provide . -

intelligence, the Jpartial or total loss of which woulc.2

be serious bLut would not require naxirxﬂ
protection. Lo

b Cain

to the militnvﬁ‘decifionnakcr.

security

TQP SECRET hIxDL VIA mﬁ“\T?"-
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3

The considerzble monpcwer and fac

.\\///”‘

tel
-
0

25 .
Jb¢CS_

resources currently required»to saniti:e satellite

f reconnaissance intélligence product and for me *n—

) terance of the TCS will be saved. : - -

¢c. Other Factors Affcctﬁng Assessment

The fol
assess*

(1)

lowlng Lactor nust also be con510“red fn
ng risk versus cain.

Ris] actors'

.(a) When the Presidential order was promulgated

in 1960, the only 51gnificant satexlite recon~ :

~naissénce collection was imagery, and the volume

was relativeiy small compared‘to‘current pro-.

ductiong' : . S 'f : »AA *.. f,'__

(b) The collateral ecurity"syster>pfotects

sensitlve inforration such as SIOP **rﬂeting data.

(c) The CﬁEIN; security system prc : . ther

‘non—sate;hte collected COMINT.

(d) The USSR has expllcitly accent d "national

_technical neans of verificat*on," thich are

tacitly understood to include reccnaissance

satallites, and has agreéd noﬁ'tc interfere with

such means of verlfying compllaan with SAL :!

- treacles.

TOP SECRET ’m\ NDLE VIA. TALE z'"‘ S e

REV1O] '1'1A$Mé'&éuf.i=or

(e) The USSR has underuaken a sateilite recon-’

_naissance p ogran of 1ts own, whic1 reduces the

likelibood it will taxe nil ¥y cr éi pl atic
steps to inhibit the continuation of the U S. -
program o o L

(1) Considerable Information oﬁ th: sys tems and
their capabilities 1s.-avallable tc the USSR
through telnne ry 1 tercont‘ sateilitc treckicé

syuterq, lnd ooen ]iteraturc on L}~ Locn ology

'involvcd rogt photo parametcré can bc 1nferrea

G
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2
3
Consecuently, only such precise ﬁe”hnical = 4 .
ccapabillties as the best regoluticﬂ of these o -ig
e imagﬁry syQtems row rcouirn extra aecﬁrity I E‘
pro»ecuion.,-General capabiliuies, ‘including i _ 7
" capabilltLes whi"h'could be inferrad from examin~ 8
ation of the products, are alreadv available to 32,.':
~the USSR from the sources££241cauc;.;k _ ;?:. 10
- 25X1 13
14
18
16
18 :
ﬂlg”
) The USSR can be expected to cc .inue its 20
progran of FhCOI cover, concea}rfgt, caﬁéuflage, 21
and decep ion w*thﬂn limits qeterufjgd by the  :>2§“
E resource costs of. such efforts'ann“;ts percepfidﬁ 23 -
of U.S. willi ngness to tolercte affivify pfe—-»; .24
scribec bJ the stratec;c arms lir.éatioﬁ treaty. | 25
(2) Benefit factors - R 26
(a) Since 1§60, satenite'—cénéctéi inte‘lligér-lcg 27
has been expanded té include STQTI'*  and + n- | ')28 -
> 25X
29
(b) Reliance upon satellite-collected 1ntellisencé'§Q
has incxeased signif icaﬁtly becausz of: a §£

1 Tts increased velue and voluie relative to = 22

. other sources of inteiligénéc.  o _f', B .325
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> . 3 Fotentizlly ircreascd

(e}

zence for_thé miltitary dCu;J:OHJ‘ICrF

time—critiéal cituations.

d. Summary

v . ; Apprdve'r Release 2005/05/16 CIA RDP79M 67A002400080012-5

apabilities to provide near real time intelli-

The benefits cf removing satcllite reconnaissance .

' intelligence Droaucts from the TALV
L]

2 The shrinkage ¢ other intolligence sources.

da o L Ny
sztellitc collection

ry

in

KEYEOLE compartﬁent

outweigh the rlsks,lnzview of current circumstances

because:

(1) Military commanders must have timely .and complete’

intelligence to support informed'decisionmaking;

(2) Sanitization procedures seriously hamper .the

timely flow and availability of vital

intelligence.

(3)4Adeqﬁa£e security protéction of thé 1ntelligeﬁ;e

is orovided by existing collateral and

'cation and securlty procedu"es o;,

and ,pecial access

mechan sms authori"ed by, E 0. 11652 an« th° CcI

(U) The celays and costs 1mposed by continued TALENT

SR.

KEYHOLE restrictions on dissemination of satellite

products are no longer 1arranted by the sensit;v1ty of

the program.

 (5) Data on systems and =ensors, other than that
' reou*red for orocuct exp1oitation, will still be -

protecued within the TALE} iT KEYHOLE _or other compart;A_

men\,s .

F. (S)‘FOREIGN DISCLOSURE. Current USIB decom pe.umentutlon

oolicy reguires that all decompartmented photog:

. be autcrmatically rmarked "NHoct Relezséable

This 1s often interpreted as a blanket restrict;on against
foreign disclosure. As such it hinders the esscntial inter—

". change of militery intelligence between cc

- 0P SECRET HANDLE VIA TALERT - = -
EEYHOLE COHTROL SYSTEM CiLY. *.. 29
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VII. ({TS/TX

allied_ceunterparts.\\Since in fazet there are s:o

to this séenmin

et restrichicn, it weould secem more

Disclosure Policy pfocedures.
CONCLUSIONS . |
A. 'Wi’itafw couManders, th i" ctaff‘ and the intclligence

agencles andé elements wbich serve them recuire gle p"oduct oi

. imagery end non-CCHINT satellites at the collat ral 1eve1 as

ing regulations. They also require cer in senzor *nforﬂition

at the collater al level to permit exnloitation cf the pTOdUCu.'G

This will pernit e}cioitation in a collateral enrironmcnt

Selectiv decomparthentaticn, by virtue of the fact that the ,“

selection p”ocess itself requi”es the expenditurﬁ of - time and

effort delavs and impedes the dissemination of information, ¢=f

creates vnnocessary adninistrative costs, and CalSeS manj

-

1neffic1ehc1es in use of scarce intelligence prcﬁuction

resources, including maintenance of some duplice: ive (conpaiu-

mented and neoncomnpar trented) production facilitis s-and'personnel

corplenent hon—mK disseminationYof the entire product would

avoid deleys, administrative costs, and waste of resources.

. These costs are 1o 1onger Justified by the sen51 iﬁity of"

satellite reconnaissqnce systems, collateral anc COMiNT ,i’

security'precautions are suf“‘cient.._mhese Include strinbent

Acontrois on person el access, storag= transmiss? on, and

" destruction.

. TOFP
KEY

B. The necessary eascments will reguire a reques” from the i

Secretary of LCefense, the cooperation of the DCI, and the

approval cf the President.

soon as pcssible after accuisition, and witn fever use»inhib**—

SECRET HANDLE VIA TALEKT - - ~ . |
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Sdisclcsure of deco&partﬁented preducts of satellite recon—.
haissance. Actual release of such data to allles should be
,governed;tv cu.ebliished forelgn aiéclosuré polié:es ana
procedures. | i |

D. The qoﬁtinued classification of the "fact of" photo-
.satellite rcconnaissance at the SECRE” level carﬁot be
justified under the critcrﬂa of_“xacutlve Order 11652. o

E. In ordéer for sate]1¢te products to be fully vseful to

-military corranaers in zl1 ci;cumstancns, the pzov1s10n for

declassification under emergency condltlons in e:cordance nith

DOD Ins*ructiops 5200.1-R and 5210.8 should be applied.v Pro— i

cedures shouTQ also be established for sanitization of
satellite cerived-date to the unclassified level, whére

appropriate.

" VIII. (S/TK) RECOHWENDATICRS. An easement to prés nt security

restrictions be souﬂht‘fron the President through .= [lscretary

of Defense and with the c00peratlon of “the DCI. Tﬁe easement
’sought should permit ti mely dissemination of all s.tell;te

imagery “and SLCI T products, 1n accordance with E:*cut¢ve

Order 11€52, or the CISR to approprwate intelligen:e production'
agencies and operat*onal commands. o= ’.-’.ﬁ?‘
| FOP SECRET HANPLE VIA s 31 If,f_ s QAP”E”DIXQA SRR

’ll’x” NF KEYIHGLY (‘..JI’OL S'i"‘li"q E)I‘IY . o
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’ Accordingly, I believe it is time we considered a ajor;r
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APPENDIX B
- .~ DRAFT
NEHMORANDUI! FOR THE DIRECTOR OF CEXTRAL INTELLIGEINCE
~

Subject: Compartmentation of Products of Satellite
Reconnaissance (S)

1. (S)'Reverehce a hite Housé neroranaun, 27 \ov;mbei 1973,
"Nodification of the Security Controls for the Products of

Photographic Reconnaissance Satellites "

(S) The progran approved bj the reference for inaging

‘satellites and the~related program approved* by,the us

Intelligence Board for SIGINT satellites have been in operation
for over 2 years and have resulted in significant increases
in the utility of satellite-reconnaissance products within

the Departwent of Defense particularly with respect to Lbe"'

'>i planning and execution of military operations.

3. (S8/TK)- Progress toward improved support of mili\ary

commanders resnlting from these proceaures, while ignificant

has been insufficient. The restrictions and'prohititions in -
* the present TALENT—KEYHOLE progran, are-no.longer requiredg
I consider that collateral and COMINT security systems will.

adequately protect sensitive products of.satellite reconnaiSsance.

.

expansion of the deconpartmentation program. The Joint Ch*efs'

of Staff have conducted a study on the conpartment"tion of

satellite reconnaissance products. The study will be forwarded

under separate cover for your infornation.

M. (S/TX) Specifically, I propose that all imagery and signals

intelligence products of satellite reconnaissance be disseminated

outside the TALENT KEYHOLE compar»ment at the earliest time - - _

possible after processing of raw film and intercepted signals’

"has been completed. Roll film processed by the National

" Reconnaissance Office should be classified in accordance with

Classified by TK-1 .
EXEMPT FROM GDS OF EO 11652
EXENMPTION CATELORY (2)
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SToP SECR:T, again in accordance with Executive Ord:r ll6ﬁ2.

‘Directive »clO 8 ’cr use in an energency, includln" disclosure

co.

fw
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TOr Famoty on : ""’-, 'Il im .
L PRI i
.
TeSie 2M00D oned @isserninoitod in ccllinlenl cﬁannels. 1

veilitescollzeted Znagory-ond non-CONTNY preduct. and selectod L2
gensor dzta should be cuthorized for release at. SEURET or‘COhFI—
DENTIAL levels ahd protected in”accordancé with Ex:cutlve Oracr 4
13552, in cxc:c:i:“ willi be swecially'sensltiv T erfal clascifieds

CCHIJL is suf’ iciently protectcd by’ provision of the Comwuplca@ion
Intelllgencc uecurity Pegulatlo 1s (CISR). Existlug collateral

provision s, in accoldarce witk DOD Instruction 520¢.1R and -DOD

to uncleared persons, shoula be appllea."

R 18 o 10 1n jo

>5.A(S/ 'K) I also prcpose that the "fact of" a-SIC T satelllte’ iz

reconﬁai nce program be removed from uhe TALENT YPOLE i3
A‘éohpértment. . lil.
a. Inagery satellitelfeconnaiséanée sﬂoﬁld be élﬁssifiédij ':léh-

hed ~haA

4+ ANTTRTANMTAT
AT aLgnc 7Y eY20¢] Cv Va e/l d

aa Lilie

Corg

b. ELINT satellite reconnaissance should be clar:ificd

CONFIDERTIAL., S |

.C. COMINT satellite feconnaissance;should bé cla :L’ed »

SECRET EANDLE VIA COMINT CHANNELS ONL?( Further. I believe

fhere'should Be no blénket restricticn on_forelgw disclosﬁre

of decomparitmented satelllte productu."

(S/mn) I recognlze that such en eztenslon of_th; deconpart~
mentatlon prograrm is a most significant step homuver,‘I_
believe that the overall sensitivit y of satellite IECOHBQISSanbE

per se ahd.its imagery. and lGI\T prooucts can now be adequately -

TOP SECRET HANDLE VIA TALENT . APPINPIX B
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pgotected_pylﬂxccutive OfggnylSSQ safeguards or, in the -
caée ol COQINT, by COMINT controls and nc longer wérrants;
N ) : . .
thenéevere restrictions on information flow and employment
of 1ntelligence analytical resources éaused by a.speciai‘
secufit& compartment. I therefore seek your cooperation in
T . ) v _ } R

‘obtaining the necessary easement from the Presidght.é

S t
..
Reference:

. ¥US Intelligence Board memorandum, USIB-SC-10.5/17,

AN N TR T

23 January 1972, "Sanitization, Downgrading ancé Decontrol

‘of SIGINT Data Derived from TALENT-XEYHOLE Sources®
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